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About Us

Magus Labs LLC is a Maryland-based software engineering and cybersecurity consulting firm. We specialize
in bringing enterprise-grade security assessments to small and medium-sized businesses in the Maryland and
Tri-State areas. Our highly experienced consultants provide honest, human-driven analysis to protect your
data, your clients, and your reputation.

[
Services
Baseline Security Audit ($199) Business Backup Bundle ($499)
An essential check for your business's digital Baseline Security Audit + Complete peace of mind
footprint. Designed to help meet FTC Safeguards, against Ransomware and data loss.

HIPAA, and general best-practice requirements.

What we do: Instead of relying solely on What we do: In addition to performing an
automated scans, we supplement extensive baseline security audit, we
professional tools with individualized provide full, year-round protection against
manual assessments of your business’ Ransomware attacks. Most recent
public and internal security posture. We'll ransomware attacks target critical services
inform you of any security gaps we find in and businesses by encrypting their files and
any of your systems and applications, demanding payment. We scan your
draw up a remediation plan, and explain systems for vulnerabilities and assist you in
the identified problems and solutions so configuring your digital environment to
that you can shore up your digital protect against attacks. As extra insurance,
defenses against attackers. we provide an accessible, properly

segmented, and immutable backup.

more info

Call us for e +1 (30]) 636-0927

‘9 https://maguslabslic.com & servicesemaguslabsllc.com




Pricing and Services Breakdown

Baseline Security Audit ($199)

External Vulnerability Scan

We use industry-standard tools to map your
public-facing network (your website, your IP
address, your routers, etc.) to identify open ports,
outdated software, or known vulnerabilities that
hackers regularly look for

Email & Domain Health Check

We audit your domain's DNS records (SPF, DKIM,
DMARC) to ensure cybercriminals cannot spoof or
otherwise replicate your email address to scam
your clients or vendors

Web Application Testing

We perform checks for misconfigurations,
exposed file or directories, and OWASP Top 10
vulnerabilities

Cloud Workspace Review

An optional, high-level review of your Google
Workspace or Microsoft 365 tenant (Outlook) to
ensure safeguards are enforced and no
accidental weak points are hiding in your
configurations

Security Findings Report

A plain-English, prioritized Executive Summary
detailing exactly what risks were found and step-
by-step guided instructions on how you (or your IT
provider) can fix them

Business Backup Bundle ($499)

Everything Included In Baseline Audit

Get the External Vulnerability Scan, Email and
Domain Health Check, Web Application Testing,
Cloud Workspace Review, and Security Findings
Report included in the Baseline Security Audit
package.

In-depth Web Application Pentest

A full penetration test against your website(s),
complete with actionable findings report.

One (1) Year of Encrypted Files Backup

We set up and configure an accessible, secure
data backup solution for all your critical business
files. You'll never need to worry about losing
access to any of your customer’s data or pay a
ransom to a hacker.

Vulnerability Remediation

We'll send a qualified technician to walk you
through configuration changes, patching, and
vulnerability remediation

Year-Round Peace of Mind

We provide a mid-year check-in to verify that
your backup architecture is still functioning
correctly, provide a free security check-up, and
ensure your data remains protected

Why Magus Labs?

* Human Intelligence: We are software engineers with experience in cybersecurity. We understand how
applications are built, and we understand how atftackers might try to break them. We'll perform extensive
tests and reviews, then translate any technical flaws and jargon into business risks to add context. Our
consultants come from high-speed cybersecurity environments, including the United States Cyber
Command and have at a minimum a Master’s degree in Cybersecurity.

® Local & Accessible: We are your neighbors. You get personalized, local support from a Maryland expert
face-to-face or over the phone.

®* No Third-Parties: \We don't try to upsell you on expensive security software or try to lock you into hardware
contracts. Our only goal is to give you an honest assessment of your security and recommendations for
improving it.

A Note On Artificial Intelligence (Al) In Cybersecurity

In today’s world, Al-assisted threats have become increasingly common. Hackers looking to steal your data will assuredly be utilizing Al fo increase the
speed and effectiveness of their cyberattacks. Because of this, defenders must also look to Al for optimizations in combating such threats. Defenders
attempting to combat threats without Al assistance are doing their customers a disservice. To best serve our customers against ALL modern threats, we
augment our security reviews with Artificial Intelligence, but do not rely solely on generated discoveries or results. Any Al-assisted information will appear
separately in our reports in order to provide transparency and clarity. We always conduct a thorough review of any Al-generated information for
accuracy and relevance. You will always receive a human-written and human-reviewed report.
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